AUTHORIZATioN PROCESS FOR THE COMMUNICATION WITH A DATA BUS 
°^^CKGROUND AND SUMMARY OF THE INVENTION 




^AoOO^: This application clai,^ the priority of German patent 
document 101 12 699.9. filed 16 March 2001, the disclosure of 
which is expressly incorporated by reference herein. 

C0002] The invention relates to a process for authorizing 
sKtemal equipment which can be selectively coupled to a data 
bus, and to a. data bus suitable for implementing the process. 

e0003] German Patent Document DE 198 B3 000 Al discloses a 
process and apparatus for supplying motor vehicles with data for 
operating control systems, including automatic controls. Wireless 
data cor^unications equipment are provided between a vehicle and 
. a control center to ensure that data can be transmitted, queried 
or exchanged. The latter data are used for operation, 
^nitoring, updating and technical diagnosis or analysis, of, for 
exanple, the vehicle brake system, the chassis, the air pressure 
Of the individual wheels, etc. The main focus of this process, 
is on telediagnosis, that is, the wireless transmission of 
monitoring data acquired at regular time intervals by the control 
center. This process is limited to the communication with the 
control center. 



,000« Oe'^an Patent Document DB l.S BO e.2 C2 discloses a 
p„cess fo. a.t.o.i.in. and authentication o. a base station. «.e 
,_ss desciW t.e.e reXates to portable ,eiep.ones .n 
general, as weU as pa.ticuXa.iy to t.e validating o. a 
con^nication connection .atveen a co^^ication device and an 

■ n device The process conprises the following steps: 

authorization devxce. f 

..tho.i.ation device,, authentication o. the authorization dev.ce 
„ith respect to the .ase station; and validation o. the 
co™,unication connection between the base station and the 
.uthorization device when the base station and the authorization 
■ device have heen authenticated. This process is described 
exclusively in connection with mobile radio co™™.nicat.on 
systems . 

,000B3 It is an object of the present invention to provide a 

. fr.r- t-he selectively coupling external 

process which is suitable for the seie 

equipment to a data bus. 

,000.1 -other oh,ect of the invention is to provide a data 
.us in Which the authorization process can be in.le.ented during 
coupling. 

,000,1 These and other ejects and advantages are achieved hy 
process and apparatus according to the invention, in which 
way Of a data hus user interface, detection information for 



w 

,,.te™ checks, based ^ 

---^°\~::::::::-^^«een.e.a.^ 

— ""^\:l'aaL.ona. e^iP^en. «.ic..can 
— - CO— ^on .o^..^^^ ^^^^^^^^^ ^^^^^^ ^^^^ 

coupled externally, so ^^^^^^^ ^^^^ 

- — ^^^r l.onal e..p.en. W^en 

t.e data bus «tb ^„,,„,,..,,.n syste. is 

authorization information ,o««nication 

information, so that thi 

vehicle or on a maintenance counter. 



4- He ' authorization 
• The detection informatxon, the 
' . ... the connection in.o^-ion o. the e.te.n.. 

.„.o..at.on ana th ^^^^^^ ^^^^^^^ ^ 

, 3,„„ge device 

authorization system assigned to 

,0, xn the case o. chan.es o. the detection info^ation .o. 

ent the authorization system has to carry out a 
external e^.p^ent, ,„^ection in order to 

„e« chec. of the authorization and t 

.1, of for exan^le, withdravxng the autho 
be capable ox, 

an already authorized connection. 

i-he invention can 
The process according to the 

L used during the coupling of external ec^ipment 
aavantageouslybeused ^^^^^ ^^^^^^^^ 

to the communication interface, 
transmission is provided. 

It may be necessary that the 

::rx::: ...... - - - - - - ™ 

con^onents lin>ced to the data hus. 

tn the invention, the data bus 
m addition, — Of the 
an authorization system «h.ch analyzes. 



to it for additional external 

Whether a data co^nunication is to ta,.e place. 

, ^, of the detection information, the 

,00141 Based on analysis of the a 

>tablishes by means of the connnunicatxon 

this connection. 

-.h a further feature of the invention, 

,00151 in accordance wxth a further 

^ . ^he detection infortnatxon 

(particularly ^ detection information 

the communication interface, wxth th ^ 

. n a storage device (particularly with the password 
the external equipment). m 

..thori.ation system will authorize the connection. 

,00,,3 Other Objects, ad.anta.es and novel features of the 
. tion Will become apparent from the followms 
present invention wrl ^^^^ ^„ 

detailed description of the 

conjunction with the accompanying drawings. 



DESCRIPTION OF THE DRAWINGS 
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,^.e.en.i.. ..e Process acco.a.n. .o ..e .nven..on, 

, a table which shows data stored in a 

[0018] Fxgure 2 xs ,„.ention, on the 

. - -in the process according to the 

. ..on process according to the invention, 
authorization process , . „ „£ the equipment 

device for the individualization o£ 
a storage devxce 

optionally connected to the data bus. 

. ,o Figure 1. data bus 1 is connected with an 
-rring to .i.^ ^ ^ 

-~r::i g -mal e.ip.ent. . which can be 
.u.er.ace ^ ^ ^^^^^^^^ ^ ..^unication to the 

optionally COUP ^ ^^^^^^^^ 

convmunication interface Y 

connection 7 . 



v.. provided as an optical MOST or 
,002X1 T.edata.us.canbeprov. ^^^^^,^^,,3, 

electric CAN bus xn a traftic 
..B bus or as an . electr 3 maybe 



electric bus in a traffic device, 

v,'.le The user interface 3 may be 

particularly a mCtor vehicl ^^^^^^ 

constructed as a display m a vehicl 



.on.ec.ed -neans o. a component 3 wi.. t.e .ic.oco^u.e. an. 

J.evlce . in o.de. to i^ple^ant a .ata p.ooessin.. 
the storage device v 

r. ,r,av be constructed as a . 
10022] The authorization system 2 may 

. a storage device 10 in order to carry out the 

5, 6 which can be externally coupled. 

,„,33 - - more direct communication with the user 

oe 3 the authorization system a can also .e functionally 
interface 3, the . ^^^^^^^ 

v, r,»d with the component 8 so that the aac 
combined witn tne i- 

•nterface 3 and the authorization system 2 does 
the user interface ^ ^ 

.o take place by way of the data bus X. 

,,,,, .he co^ication interface . comprises a control unit 
lectrically connected with the data bus X, and provides 

externally coupled. ^^^^^ ^^^^^^^^ ^ 

detection information transmitted by t 

V, 1 The authorization system 2 linked 
6 to the data bus X . The a detection 
. ta bus X con^ares this information with 

. -n the storage device XO ; if it matches, and 
information stored m ,,,^.i.ation system 

.he authorization is therefore positive. 
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aata bus. via co^unication interface 4. 

1 devices 5. 6 are mobile telephones, laptops, 
. assistants, .earphones etc. .bis 

:t: ser— — - — ^""^ 

: o tbe aata bus 1 in order to establish the 

..^ — — - 

, . as retire., can communicate »itb each device 
e<^ip«ent 5. 6 as r q ^ 

directly connected «ith the data bus 1. , . 

directxy voice data, 

■ ,.,n exchange communication data, sucn 
telephone can exchang ^^hermore, for 

example, a laptop _^ 

r=l;.ta with other components, sucn a 
a modem or can -exchange data wa.th 

^tr linked to the data bus. 
navigation system, etc., imic 

•nterface 3 is used to output optical data and 
100261 The user interface 

particular, the user ^^^^ .f 

..formation for e<^rpment 5, ^d the 

status information with respect to 
connection to this equipment. 

,00.., .he detection information contains at least one 
. coda for the external ecjuipment 5 or 6 
equipment identification coda 

and a password assigned to the external e^rpment S ^or S. 



^.^.^ status inaica^es w.e.He. t.e e.te^X ec^ip^n. . . 
, , ,3 au.hori.ed to establish a co^^^ication co^ect.on 
..e data .us X (that is. whetKe. the detection info^ation fo. 

.he exte^a. e^ip.ent set S o. S is sto.e. in the data .e^o^ 
.c^rr. 9 and a connection was already 

of the authorization system 2 and a 

...ho.i.ea onoe h. the authorisation s.ste™ . • r.. oo^ect.on 
status indicates whether at that ^^ent there is a connection 
the external equipment set 5 or 6. 

,0,3, xn a data ^^r, 10. the authorisation syste. 3 stores 
- ..e detection information, the status o. the authorisation and 

..e status o. the connection to the ec^ipment S. .or stor.n. 

these data, the authorization system 3 prepares a l.s 
.ereina.ter. an ...ipment list, on the hasis o. the extern 
equipment identifications as .ell as the corre— tat s 
...oration. once authorised the authorisation s.stem . 
external equipment S. . wiXl not he deleted from the equipment 
Uet. even if no connection is available at the moment. 

,„.,3 The authorisation system . chec.s whether the detection 

. fitted by the external equipment 5 or S to the 
information transmittea oy 

, e 4 corresponds to the detection 
communication interface 4 corre p 

► 1-0 it or requested by way of the 
information already reported to xt or qu ^ . . 

.ser interface 3. soon as the detection information an 

exterior equipment S or . has been reported to the authorisatron 



positxve (that identification and 

^wt are identical with the equ y 
and password are i authorization 

to the authorization system) , the a 
password reported to ^^^^^^ . ^ 

, «ill authorize the connection. 
.,..em 2 ,a.e piace. The status for this 

.e.ative. no authorize ^ ^^^^^^^ „,,ated hv the 

equipment set memory 

T in the equipment iisi^ 
authorization system 2 in the q 

XO to AUTHOKIZEP or NOT A^X^ED. 

, l,en the authorization is positive, will the 
t003X, only When ,3ta.lishment of a fixed 

authorization system 2 permit th 

•t-b the external equipment, oy 
connection with t.e ^ ^^^^ 

communication mterfa 

... . v,.d the connection status will be P 
established, the ^^^^ ^^^^^ 

o -in the equipment iisi^ 
authorization ^ .^.pment set S or 

,0 to CO^OBCTBD. AS a res ^ ^^^^^^^^ ,,,a with 

, has f.ee access to the data hus i and ^^^^^^^ ^^^^ 

components connected to the data bus 



interface 3. 
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If a Change of the detection information for an 
external device S or S i. reported to the authorization system 
. .y way of the user interface 3, the authorization process xs 
restarted for and with the changed detection information. When 
authorization is positive. the connection is either 
established or maintained. When the authorization is negative, 
..e establishment of the connection is rejected or an existing 
.onnection is terminated, and the status is correspondingly 

t- Tic,t This process can be used, for 
updated in the equipment list. This p 

example, wh.n the authorization is to be withdra,. from an 
e^ipment set . or . authorized at the data bus 1. Por th.s 

in the detection information for the 
purpose, the password m the 

corresponding external device S or S is changed by way of the 
user interface 3.- thus, is set, for exa„.le to a void input. 

^0033, Alternatively, an authorization system is situated in 

=^ .-his device 5 or 6. For this purpose, 
authorized for access at this devic 

.,e detection information for the external e^ipment (the 
e^ipment identification and the password, must he reported to 
c ^v.^ A^r^L bus During establishment 
the authorization system 2 of the data bus. 3 

of communications, the communication interface . transmits the 
detection information of the data bus 1 to the external 
,<,,,_t. .his detection information contains an equipment 
identification for the co^unication interface 4 of the data bus 



. ana the passwo^ a.si.nea to t.e device S, The device S or 

e receives the detection information transmitted by the 
co^anication interface . o. the data .us X, and can verify 
^ means of its authorization syste.. When the authorisation by 
.he device B or 6 is successful, the con^nication connection .s 
permitted, and the status of the e^ipment Xist must be 
correspondingly updated. Xn this case, it should be taKen .nto 
account that the authorization system of the device . or . can 
terminate the connection at any time. This applies particularly 
password for the connection with the data bus X rs 
chan.ed on the device S or S while this chan.e is no al^o 
i^le^nted on the authorization system ^ of the data bus X. ^ 
process can be used when a connection is to be established to a 
aevice S or S which is not yet present in the e^ipment Ixst. 
.eportin. ,f this detection information to the authorization 
.ystem . Of the data bus X by way of the user interface 3 causes 

ir,itiate the establishment of a 
the authorization system 2 to initiate t 

connection to the external equipment. 

,00343 The authorization system 2 provides content of the 
e<,ipment list of the user interface 3 for a display, either upon 
re<.est. in the case of chan.es or cyclically, and can be 
updated . 

,0033, Pi.ure 2 is a representation of data correspondine to 
■ the content of the e^ipment list, stored in a storage device XO 



^on, 2 The AUTHORIZED status and the CONNii 

authorization system 2. Theft , As 

allocated by the authorization system 2. A 
..atus are allocate y ^^^^^^^^^ 

illustrated in F.gure 2, the e=^ P ^ 

established ^^^^^^ 

e^a^ple. not switched on. ^ P ,_.„,,,ed 

..e list because this e^ipment set 

detection in^ion to the co^unicat.on rnterface . 

^^t-ection .information has yet 
"° , and it could therefore not yet implement 

authorization system 2 and . co ^^^^^^ _ 

an authorization. Correspondingly, the 

aleo not be connected «ith the data bus 1. 

. , 3 illustrates an example of a further 
100361 Figure 3 

^^on of the data in the equipment Irst, s 

individualization of the ^ 

„arv for example, if several devices 
be necessary, identification on the 

want- to be connected, ana 

3^,„ple. the 

r the device name is not sufficient 
basis of the distinguished by 

device «ith the name telephone e ^^^^^^^^ 
defining additional characteristics. 

.ddress .he hardware address of the equipment set bei 
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,e.e, or the indication of an e<^ip™en. class (here, a wi.eiess 

interface 3 to the authorisation syste. ^ so that these .ata are 
Stored in the equipment list. 

. ,003V, The fore.oin. disclosure has heen set forth merely to 
..lustrate the invention and is not intended to .e li^itine- 

.edifications of the disclosed en.odi:.nts incorporating 
.he spirit and substance of the invention occur to persons 

skilled in the art, the invention should .e construed to include 
everything within the scope of the appended clai^ and 
equivalents thereof. 
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